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 DEVELOPMENT PHASE
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BACKGROUND AND INTRODUCTION
The City is in the process of upgrading its financial systems by adopting the Finance module of an Enterprise Resource Planning (ERP) system.  The selected system, Workday, is in the testing phase; full implementation is planned in January 2024.  Previous external and internal audits identified control weaknesses for Accounts Payable-related processes and tasks.  Management’s short-term plan to address the weaknesses is performing manual control procedures in the legacy system.  The longer-term strategy to complete management’s responsibility for establishment of Accounts Payable internal controls will be reliance on upcoming controls in the Workday system.  Management’s request for Audit review of development-phase Workday controls led to this project.  

EXECUTIVE SUMMARY 
At their most fundamental level, internal controls help organizations achieve their objectives.  They include policies, procedures, and organizational structures implemented to:
· Protect City assets (including its reputation) from accidental loss, waste, fraud or inefficiency
· Ensure records are accurate, timely, and complete; also, to detect errors, fraud, or theft
· Promote operational efficiency, and
· Encourage adherence to policies and procedures
Audit conducted this management-requested analysis by reviewing Workday controls in the development phase, which are in flux.  Due to this, Audit’s report is consultative in nature to assist with future control development efforts.  The report does not provide specific finding or corrective recommendations.  

Entire business process flows and whole process controls are often not readily viewable in Workday; it is not typically built on a ‘whole process’ concept.  Instead, Workday system-defined ‘processes’ can be – and often are - an event or task which is a part of a process. (See example at pages 3-4).  Due to this, Audit suggests that Finance management consider creating process/control documentation for entire processes after Workday implementation to:
· Evaluate complete/whole process flows for control gaps, to ensure:
· intended key controls have been fully developed/completely implemented
· control risks/gaps with potential for mitigating/compensating controls are identified (compensation/mitigation can be more cost effective, efficient, & need less staff time)
· Ensure controls are applied in the correct order/at the intended point within a process to be effective
· Provide documentation/evidence of key controls for the external auditors’ testing (see page 2, 5 & 6)
· Assess what additional controls which may be outside automated systems/processes, and document these separately (for example, some bank reconciliation documents may need this method)

Management’s Response to this information is at page 7.   The scope of this project is discussed at in Appendix I at page 8.  

The Auditor thanks the Finance, Accounting and Information Technology teams for their time and expertise which supported this project.  In addition, Audit is available for and encourages continuing dialogue on internal controls as Workday is implemented and refined.

ELEMENTS OF EFFECTIVE INTERNAL CONTROLS for management’s consideration

· Control development typically includes analysis of an entire process to identify the steps/areas which are critical to ensure desired control objectives, and determining if controls exist or need to be developed for these critical points. 

· Control objectives which should be accomplished within processes generally include:
· Approval/Authorization – transactions are authorized by responsible personnel with appropriate knowledge/authority 
· Completeness of records/reports  - no valid transactions are omitted from accounting records
· Accuracy - valid transactions are consistent with the original transaction data, and recorded in a timely fashion
· Validity – recorded transactions accurately reflect events that took place, are lawful, and have been carried out with management’s general authorization
· Physical safeguards/security (NOTE:  this objective is outside the scope of an automated system, as it relates to controls which are physical/outside the system in nature)
· Error handling – significant errors in any stage of a process are detected, receive prompt corrective action, and are reported to the appropriate level of management
· Segregation of duties – (NOTE:  A separate report applies to this control objective/area – the upcoming Segregation of Duties – Workday System Finance Module Development report)

· When evaluating what controls need to be present/designed to achieve control objectives, management should consider:
· the level of control risk in a process/task, and 
· the level of risk which can be reasonably accepted (known as risk tolerance)

· Types of controls which may be implemented include:
· Preventive controls, which are proactive and attempt to deter or prevent adverse events from occurring (these controls are best matched with high levels of control risk)
· Corrective controls, which are put in place when errors or irregularities have been detected (these controls are best matched with moderate levels of control risk)
· Detective controls, which provide evidence that an error or irregularity has occurred, and alert personnel to take additional action
· Compensating/mitigating controls, which either reduce the risk of a threat, or used instead of/in lieu of a traditional control which may not be feasible due to staffing, cost or system limitations. 
· Documentation of controls generally includes available information to illustrate:
· The control performer(s)
· The control frequency
· Any conditions/events which ‘trigger’ the control’s performance (if applicable)
· The required tasks or steps which constitute ‘performance’ of the control
· Any documentation the control requires or produces, & where such documentation is available
· Where the control is located inside the total process’ steps 
FURTHER ILLUSTRATION OF WORKDAY’S EXISTING CONTROL DOCUMENTATION, AS WELL AS OPTIONS WHICH MAY BE USEFUL TO FURTHER DOCUMENT CONTROLS, IS AT PAGES 3-6 OF THIS REPORT.
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WORKDAY CONTROL DOCUMENTATION ANALYSIS EXAMPLE:  Supplier Event Business Process Steps and Controls
· The Supplier Event business ‘process’ is actually an event - in Workday Tenant 1 on 10/4/23 is shown at top left.
· The rules applied to this event are noted in the ‘step/order/if’ section of the business process steps section, highlighted in the yellow box
· These 2 rules were documented/added to the event since a prior 8/22/23 Tenant 3 process version, and the rules trigger supplier review: 
· If no party functions as current assignee or prior approver, and
· If the event is not created from a supplier request
· The visualization flowchart/diagram for the process and related rules is shown at bottom left
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The ‘review supplier’ control diagram includes only the review event step documented in the process definition, and does not include: 
· what makes up the review – what is being reviewed – a request, a form, a set of documentation?
· Several ‘allowed actions’ in the event/process are not shown as steps in the diagram of the process steps– (control documentation analysis of this is on the next page)





WORKDAY CONTROL DOCUMENTATION ANALYSIS – Supplier Event Business Process Steps and Controls
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Elements to Note: The actions associated with the Supplier Event Business Process are highlighted in yellow above.  3 of the 4 allowed actions are not diagrammed into the process/event flow (shown on the previous page).   Some ideas to consider in this scenario would be:
· The applicability and order of these actions related to in supplier event process diagram steps – as it is currently documented, the Supplier Event diagram includes steps for review and approval.  This actions list doesn’t include the approval step.  
· The definition of the ‘Supplier Event’ process itself is not included in the documentation – information which is relevant for this purpose would be ‘what are the event objectives?’ OR ‘what other process does it fit within?’  
· What steps comprise this total process? Account creation, attachment management, and worktag review actions are not in the process diagram. An example of documenting a ‘whole process’ is included on the following page for management’s reference. 
· The testing and implementation phases are producing scripts for user reference detailing steps to be performed in tasks/processes – it is likely these could be used to create documentation of full processes.














EXAMPLE BUSINESS PROCESS FLOW DOCUMENTATION – Supplier Onboarding

This is an example of a process flowchart with a full listing of steps/actions for a vendor registration and setup (‘onboarding’) process based on PaymentWorks ERP system documentation in use at The University of California.  This information is provided as an example for management reference purposes.
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· All steps of the process are documented, including what is to be ‘done’/performed in a step
· Steps which produce or require communication are noted
· Some view of a ‘whole process’ such as this is effective for evaluating control creation and placement. The information can help answer control questions such as: 
‘What process points need a control?’ 
‘Are there any control gaps in processes?’
‘Do we have potential for compensating/mitigating controls based on earlier steps, parts of other processes, etc.?’




CONTROL DOCUMENTATION EXAMPLE – Management Review of Bank Reconciliation

For management’s reference, below is an example of documentation related to a review control:  the management review of a bank reconciliation.  Management review controls can be particularly at risk for control documentation challenges, as ‘review’ can be a control activity which is interpreted in many varying ways.  The steps/requirements for such review frequently exceed those which can captured as a step in a process flowchart, and typically have some enhanced/descriptive information to define and describe the control, so it can be performed consistently and effectively.  Yellow highlighted text indicates parameters which can be set by management based on their knowledge of activity and risk levels.

	Control Step
	Description

	Ensure the bank reconciliation is accurately performed no later than X days after month end by:

	1
	Verifying reconciliation bank to statement, and agree general balance to subrecords/system data

	2
	Review/verify differences between the bank activity and general ledger greater than $X and/or over X days old for:
· Validity/source documentation
· Length of time outstanding
· Reasonable causes/origin

	3
	Determine whether older reconciling items reviewed need:
· Research of documentation, entry history, or origin (with operations personnel or vendors)

	4
	Consider whether payments/receipts should be considered for:
· Write off/reversal
· Annual escheatment of unclaimed funds
· Informing additional levels of management (consult write off/adjustment control and policy requirements, if applicable)

	5
	Research/obtain information on any unusual amount, volume or type of activity 

	5
	Ensure the reconciliation, either manually or through system time/date stamping - has documentation of the preparer, reviewer and preparation and review date

	6
	Consider documenting the source (i.e., report version, report number, etc.) of the data, balances or activity to assist with consistent preparation and review 








MANAGEMENT RESPONSE 

The City Auditor has provided a good overview of internal controls and best practices.  Workday is not the only source of our controls, and we could benefit from additional business flow documentation.  With Workday all Finance scripts/procedures require an update.  This has been top of mind throughout our implementation and we have partnered with Customer Experience to build these up.  This is a very time-consuming process, but we realize it is essential.  Our approach has been to ask to layer the creation of these as we go. However, time has been a very limited resource for the team, and work on documenting business processes from start to finish will be an ongoing task even after go-live.


































APPENDIX I
PROJECT SCOPE

This project was conducted through review of August 2023 development phase Workday process and control documentation for 3 key workflows:  Projects, Banking/Settlement, and Procurement.  Material reviewed for these workflows included:

· Workflow user configuration sessions of approximately 1 hour each
· Control and process workbooks submitted to system implementation consultants, which documented and communicated desired process and control structure – which were spreadsheets with up to 20 tabs of data/configuration input
· Control documentation and analysis of Workday development tenant 3 Business Process Definition diagrams, steps, and actions allowed for key processes – constituting review of 26 separate processes 

To finalize example process and control documentation used in this report, testing tenant 1 was reviewed for 10/4-10/5/2023 for the Supplier Event Business Process, noting changes and additions had been made to the documentation since the 8/22/23 process version, and using this updated documentation to illustrate control documentation topics and points for this report.
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