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CITY AUDITOR REPORT
ACCOUNTS PAYABLE INTERNAL CONTROLS
JUNE 4, 2021




BACKGROUND/INTRODUCTION

Accounts Payable (“AP”) is a both a key financial statement account and a process used by the City to pay its obligations to vendors, agencies, and citizens.  Payable obligations are entered in the E1 automated financial system as part of Purchase Order (PO) creation and approval.  When approved goods and services are subsequently received, E1 entries are made to initiate vendor payment and eliminate the obligation.  

The City primarily uses electronic payment methods such as Automated Clearing House (ACH), Payments Plus, and wire transfers, which are interfaced with management approval to bank accounts to facilitate payment.   A few smaller vendors seek to avoid electronic transaction fees by requesting physical checks for payment, resulting in a minor number of manual checks being issued. 

This project reviewed purchase orders issued, invoices received, and payments made through accounts payable in the two-year period of 2019-2020.  PCard transactions were not included in the scope of this audit.  Audit Conclusions are detailed at page 3. For more specifics on the audit methodology used to conduct this project, please refer to Appendix 2, pages 8-9.  

EXECUTIVE SUMMARY
Some accounts payable internal controls were noted to be limited.  Uninterrupted delivery of City services depends on timely vendor payment, and also needs to be balanced with a system of internal control to prevent, detect, or correct payment errors, omissions, or fraud.  Potential control enhancements for management’s consideration are discussed at Appendix 1, beginning at page 4.   Management’s Response to these enhancement options begins at page 6.

The Accounting function has recently been impacted by turnover and staff reductions.  Changes to job titles and duties have been made with the goal of optimizing internal control and payment efficiency.  Present staff levels limit the implementation of full segregation of duty controls.  Economy and Finance management will soon begin testing automated financial system packages to determine whether an upgrade could improve the accounts payable process and controls.  As management continues to assess the systems and controls, Auditing would be pleased to offer support and assistance to these efforts.  

The Auditor would like to thank the Finance and Accounting team for their extensive assistance and expertise throughout this project.  







AUDIT SCOPE

This project evaluated the accounts payable process and controls excluding PCard transactions.   Areas reviewed included:
· accounts payable invoice text/format – including system or organization requirements for invoice content or format
· invoice review and approval controls - including segregation of roles, application of approval authority limits 
· review of any situations/personnel capable of overriding system-based invoice and payable controls
· electronic and standard payment creation, review and approval controls including segregation of roles, application of authorization authority, and controls to ensure payment details agree to orders and receipts
· system-driven and/or manual monitoring controls to prevent or detect potential duplicate vendor payments
· periodic reconciliation of accounts payable balances to the general ledger/financial statements
· physical and internal controls to monitor and secure any manual payment instruments 

AUDIT OBJECTIVES

The objectives of this project were to determine whether:
· invoice entry, review, and approval controls and protocols are functioning as intended
· electronic and non-electronic payment creation, review and approval controls are functioning as intended
· automated or manual monitoring vendor duplicate payment prevention/detection controls are functioning as intended
· periodic reconciliation of accounts payable to financial statements is occurring 
· physical and internal controls over any manual payment instruments is established and functioning as intended
 










AUDIT CONCLUSIONS

1. Standardized invoice and purchase order entry/setup formats are established and functioning to reduce the opportunity for irregular invoice/PO entries in the E1 financial system.
· Invoice transactions consistently included invoice date, descriptive goods/services information, vendor invoice numbers, and invoice dollar amounts  
· Purchase orders were consistently created with chronological, system-assigned numbers using a fixed number of digits 

2. Payment creation, review and approval controls are functioning as intended.  For transactions reviewed:
· Procurement Authority Table approval controls were consistently effective  
· Good/services purchased were consistently received in the E1 system by personnel with knowledge of the goods/services ordered 
· Accounts Payable payments were generally processed by personnel segregated from the accounts payable process 
· Potential control enhancements to strengthen segregation of roles have been suggested for management’s consideration – see Appendix 1, page 4. 
· Payments were approved based on vendor invoice/statement support documentation which was consistently retained 

3. Staff does not believe a transaction approval override audit trail is available in the E1 system. 
· Some control enhancements to monitor transaction overrides have been suggested for management’s consideration – See Appendix I, page 5.  

4. System-level vendor duplicate payment/ and payment accuracy controls have some limitations. 
Potential control enhancements to strengthen duplicate payment identification and payment accuracy have been suggested for management’s consideration – see Appendix 1, Monitoring and detection of possible errors, omissions, or misappropriation, page 5. 

5. An annual comparison of the general ledger accounts payable balance to the subsystem account balances by vendor is performed, and functions as a ‘high level’ reconciliation.  
· Economy and Finance management, with the agreement of the City’s external audit firm, recently recorded a correcting entry to the general ledger of approximately $73,000 which was related to past years’ unidentified differences between general ledger and subledger amounts
· Potential enhancements to strengthen accounts payable reconciliation controls have been suggested for management’s consideration – see Appendix 1, page 4.

6. Check printing capability is segregated from payment initiation and approval to limit the opportunity for misappropriation or fraud.  Management approval is required to generate and print checks from the E1 system.  No prenumbered check stock is maintained, and checks are printed as needed for individual payments. 
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APPENDIX 1 – POTENTIAL ENHANCEMENTS TO INTERNAL CONTROL
	ACCOUNTS PAYABLE POTENTIAL CONTROL ENHANCEMENTS 

	CONTROL AREA
	CURRENT STATE
	POTENTIAL IMPROVEMENT(S)

	Account Reconciliation 
	A ‘high level’ reconciliation of the E1 general ledger accounts payable trial balance to the accounts payable subledger is performed at year end.  This is done to identify unpaid liabilities/obligations to be recorded in the general ledger and ensure accounts payable is stated accurately in the year-end financial statements.  

The 2020 year-end reconciliation identified an approximately $73,000 prior years’ unresolved difference between the general ledger and trial balance.  An adjustment for this amount was made to the 2020 accounts payable balance for financial reporting purposes. 
	· Reconcile the general ledger trial balance to the vendor subsidiary ledger more frequently, AND/OR  
· Reconcile the trial balance and subledger using more detailed AP subledger information 
to determine the cause and nature of trial balance/subsidiary ledger differences.

	Segregation of roles/tasks
	City-wide invoices (for items such as benefits, legal and accounting services, etc.) may be received and time/date stamped by the accounts payable clerk, who also has payment processing responsibility. These two tasks are typically segregated as a best internal control practice.
	Receipt of such invoices by personnel separated from payment processing, if additional staff can be allocated to this task

	
	E1 system supplier master file information (such as address, contact personnel, phone, tax ID) can be changed by the accounts payable clerk, who also has payment processing responsibility. These two tasks are typically segregated as a best internal control practice.
	· If staff levels allow, changes to master files made by personnel without payment processing tasks, OR
· 2nd party approval of changes if E1 has the capability OR
· Periodic review/monitoring of supplier master change activity if it’s viewable in E1 (see monitoring/detection control area discussion, following)

	
	The AP Clerk can currently adjust invoice amounts with approval, to correct entry errors made by field personnel; such adjustments are not typically performed by personnel with payment processing capability as an internal control best practice. 
	· Design and enable an invoice matching control requiring invoice and receipt amounts to match within % and/or $ tolerance levels OR 
· Require corrections to be made by submitting personnel outside payment processing tasks










	ACCOUNTS PAYABLE POTENTIAL ENHANCEMENTS TO INTERNAL CONTROL

	CONTROL AREA
	CURRENT STATE
	POTENTIAL IMPROVEMENT(S)

	E1 system capabilities
	Although overrides of approvals/entries require a 2nd approval in E1, audit trails of the override task are not available within the E1 system; such audit trails enable review of control overrides for legitimacy/validity. 
	· Consider whether override activity reports within the E1 system could be designed with IT development support OR
· Consider whether ‘report writer’ software-driven data extracts could be obtained from E1 OR
· Acquire upgraded automated financial system resources which feature this capability

	Monitoring and detection of possible errors, omissions, or misappropriation

	Monitoring of activity and transaction patterns for anomalies is not currently performed but could mitigate some control risks if segregation may not be achievable due to staff size limitations. Examples of such items include:
· Purchase order (PO) and invoice numbers or dates which are out of sequence or occur in the distant past (indicating potential incorrect or invalid POs/invoices)
· PO, invoice, or supplier master information with irregular or inconsistent numbering and/or # of characters (indicating potential incorrect or invalid POs/invoices)
· Vendor invoice/statement dates prior to purchase order authorization/approval dates (indicating potential work/services purchased before approval)
· Vendors accounts with debit balances (indicating potential overpayment errors or amounts due to the City)
· Sales tax paid to in state vendors (indicating potential missed tax exemption credits)
· Supplier master record setup, change and inactivation (see item at Segregation of Roles/Tasks, above)
· Identical amounts paid to the same vendor within recent timeframes (indicating potential duplicate payments) – see Appendix 2 methodology
· Invoice adjustment activity (to verify disputes and/or errors are the cause, rather than errors or misappropriation)
· Stale/old unpaid invoices (indicating the potential for past due amounts owed to vendors)
	· Design of such activity reports within the E1 system with IT development support OR
· Obtaining ‘report writer’ software, and executing data extracts of any of these available data/criteria/situations from E1 OR
· Acquisition of upgraded automated financial system resources which feature these capabilities 





Appendix I - MANAGEMENT RESPONSE 
City staff of the Economy Focus Area would like to thank the City Auditor for performing a thorough review of Accounts Payable Internal Controls and providing valuable insight and analysis which will help improve the function.  Below, Management has provided a response for each audit control area improvement suggestion.  We prepared this document in response to the final audit report delivered on June 4, 2021.  
Control Area: Account Reconciliation
· Reconcile the general ledger trial balance to the vendor subsidiary ledger more frequently, AND/OR  
· Reconcile the trial balance and subledger using more detailed AP subledger information to determine the cause and nature of trial balance/subsidiary ledger differences.

MANAGEMENT RESPONSE: Management agrees, however due to limited system capabilities of the current Enterprise Resource Planning (ERP) referred to as E1 which has been in use over 15 years and limited staff resources, implementing these procedures will require reduction of other critical procedures that are higher priority.  During the reorganization, the Finance Division lost two (2) full-time positions, therefore at the current staffing levels the ability to expand the separation of duties and implement these procedures is not feasible.  Management is currently exploring the ability to address the recommended improvements along with additional enhancements with the implementation of modern ERP tools.
Action Steps and Timeframe: Management is currently reviewing ERP systems and by Q4 of 2021 will recommend to City Council a modern ERP tool.

Control Area: Segregation of roles/tasks
· Receipt of such invoices by personnel separated from payment processing, if additional staff can be allocated to this task
· If staff levels allow, changes to master files made by personnel without payment processing tasks, OR
· 2nd party approval of supplier master changes if E1 has the capability OR Periodic review/monitoring of supplier master change activity if it’s viewable in E1 (see monitoring/detection control area discussion, following)

MANAGEMENT RESPONSE: Management agrees that if staffing resources and/or system capabilities can be increased, these recommendations would be implemented. During the reorganization the Finance Division lost two (2) full-time positions, therefore at the current staffing levels the ability to expand the separation of duties and implement these procedures is not feasible.  As mentioned previously, management is currently reviewing options to address these items and others with the implementation of a modern ERP tool.
Receipt of invoices and changes to master files by staff processing payments currently do not require approval, however this risk is not significant enough to warrant reassignment of existing staff causing a reduction of other critical procedures.
The amount of investment required to design and enable invoice matching control and requiring corrections to be made by additional staff is not currently feasible however the goal to address these concerns may be met through the procurement of a modern ERP system.
Action Steps and Timeframe: As previously mentioned, management is currently reviewing ERP systems and by Q4 of 2021 will recommend to City Council a system that will include these recommendations.


Control Area: E1 System Capabilities
· Consider whether override activity reports within the E1 system could be designed with IT development support OR
· Consider whether ‘report writer’ software-driven data extracts could be obtained from E1 OR
· Acquire upgraded automated financial system resources which feature this capability

MANAGEMENT RESPONSE: Management has attempted to discover ways to perform the recommended procedures in the E1 system without success. However, the last recommendation of an improved system, specifically ERP, is currently being explored as mentioned in the previous responses.
Action Steps and Timeframe: As previously mentioned, management is currently reviewing ERP systems and by Q4 2021 will recommend to City Council a system that will include these recommendations.

Control Area: Monitoring and detection of possible errors, omissions, or misappropriation
· Design of such activity reports within the E1 system with IT development support OR
· Obtaining ‘report writer’ software, and executing data extracts of any of these available data/criteria/situations from E1 OR
· Acquisition of upgraded automated financial system resources which feature these capabilities 

MANAGEMENT RESPONSE: Similar to the previous control area recommendations,
Management has attempted to discover ways to perform the recommended procedures in the E1 system without success. However, the last recommendation of an improved system, specifically ERP, is currently being explored as mentioned in the previous responses.
Action Steps and Timeframe: As previously mentioned, management is currently reviewing ERP systems and by Q4 2021 will recommend to City Council a system that will include these recommendations.

APPENDIX 2
AUDIT METHODOLOGY

This audit project was conducted by: 
· Surveying the Accounts Payable team/management regarding internal controls in place
· Evaluating the design of these controls for potential gaps or segregation of duties weaknesses
· Observing the flow and tasks of automated payment processing in the E1 system
· Confirming that Accounts Payable procedures exist, and are known/used by the AP team
· Analyzing and testing 2019 – 2020 E1 Purchase Order (PO) and vendor invoice/payment activity to identify potential errors or irregularities in initiation, approval, or payment, as described at Specific Analysis/Testing Performed, below

DATA POPULATION:
This project was performed by analyzing and testing the following data populations and activity extracted from the E1 financial system for the period of 1/1/19 through 1/31/21:
· 61,168 purchase orders of all types issued for a total ordered/planned spend amount of $552,446,849
· 55,415 vendor payment requests from all departments and types which were shown as received/input into E1 supplier ledger records, totaling $335,365,490 

SPECIFIC ANALYSIS/TESTING PERFORMED:
For invoice and PO activity in the period 1/1/19 through 1/31/21:
· Data analysis software was used to compute and analyze material year-over-year vendor spending fluctuations from 2019 to 2020, and verify that:
· material increases/decreases were supported by activity on contracts and/or projects awarded to these vendors in the respective years
· Analysis was conducted via data software to detect potential duplicate amounts paid to vendors, duplicate POs issued, and duplicate invoices received  
· Review of all 96 items identified by data analysis software as potential duplicates determined reasonable PO and/or vendor documentation existed for these payments, and no material duplicate Accounts Payable exceptions were noted; a small number of low dollar value duplicate payments noted related to PCard transactions (see discussion of $0 invoice activity,  below).  PCard vs. Accounts Payable transactions will be analyzed for duplication via upcoming additional testing in the continuous monitoring auditing project.
· PO and invoice activity shown in E1 for $0 dollar amounts was reviewed, and determined to be caused by reasonable events, including:
· PO line items for specifications which were relevant to the order’s accuracy, but not associated with a dollar cost (example: details of options on a vehicle)
· Student loan remittance payments made on behalf of employees by the City via payroll deduction, but cancelled as part of the COVID-19 relief package, resulting in a $0 item
· Cancelled POs due to order specification changes or cancelled orders
· Entry of a small number of duplicate PCard payments, which were later identified and then reversed (see Appendix 1, Potential Enhancements to Internal Control, Monitoring/detection of possible errors, omissions, or misappropriation) 


SPECIFIC ANALYSIS/TESTING PERFORMED, continued…

· Review of all 1,771 invoices over $25,000 in the period noted that all were associated with purchase orders in E1, as required by the Procurement Authority Table
· 71 POs originated by personnel with payment processing responsibility (a segregation of duties control risk) were reviewed to determine the expenditures were reasonable and supported by valid vendor invoice documentation; no resulting irregularities were noted due to the lack of segregation of duties
· Stratified testing of 2,444 accounts payable debits (indicating potential overpayments or credit amounts owed to the City) was performed by:
· Verifying the 52 debits over $2000 had reasonable supporting vendor documentation available 
· Verifying a 90% confidence level sample of 35 debits under $2000 had reasonable supporting vendor documentation available
All tested debit activity was reasonable and supported by appropriate documentation
· POs with issue dates prior to 2018 were reviewed, and noted to be:
· existing/open multi-year blanket purchase orders with current supply/commodity vendors, OR
· related to currently open capital projects 
· A sample of payment activity for such older POs was reviewed for supporting vendor documentation; no exceptions were noted
· All payments detected to the same vendors but made to multiple different supplier numbers were supported by appropriate approval and invoice/payment documentation  
· Additional supplier numbers were created for specific payment purposes, such as a refund or tort claim activity  
· Also, separate units within large agencies/corporations have different payment addresses or contacts, and may need different supplier records for accurate payment
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